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Artifact Rationale

Per the Veteran-focused Integrated Process (VIP) Guide, the user guide is required to be
completed prior to Critical Decision Point #2 (CD2), with the expectation that it is updated as
needed. A user guide is a technical communication document intended to give assistance to
people using a system, such as Veterans Health Information Systems and Technology
Architecture (VistA) end users. It is usually written by a technical writer, although it can also be
written by programmers, product or project managers, or other technical staff. Most user guides
contain both a written guide and the associated images. It is usual to include screenshots of the
human-machine interfaces, and hardware manuals often include clear, simplified diagrams. The
language used is matched to the intended audience, with jargon kept to a minimum or explained
thoroughly. The user guide is a mandatory, build-level document, and should be updated to
reflect the contents of the most recently deployed build. The sections documented herein are
required if applicable to your product.
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1. Introduction

Born from a joint Department of Defense (DOD)-Department of VVeterans Affairs (VA) venture
called JANUS, Joint Longitudinal Viewer (JLV) was directed by the Secretary of the VA and the
Secretary of Defense in early 2013 to further support interoperability between the two
departments. JLV is a centrally hosted, Java-based web application managed as a single code
baseline and deployed in separate DOD and VA environments. Its browser-based, graphical user
interface (GUI) provides an integrated, read-only view of Electronic Health Record (EHR) data
from the VA, DOD, and community partners within a single application.

JLV eliminates the need for VA and DOD clinicians to access disparate viewers. The GUI
retrieves clinical data from several native data sources and systems, then presents it to the user
via widgets, each corresponding to a clinical data domain. Users can create and personalize tabs,
drag, and drop widgets onto tabs, sort data within a widget’s columns, set date filters, and expand
a widget for a detailed view of patient information.

This document is intended for VA JLV users supporting the:

e Veterans Health Administration (VHA)
e Veterans Benefits Administration (VBA)

Table 1 describes authorized JLV users and their responsibilities.

Table 1: JLV User Profiles

User Description and Responsibilities

Compensation and Pension Record | VA administrative staff who access patient EHRs to assist in
Interchange (CAPRI)-Claims VBA processes

VHA VA clinicians and administrative staff who access patient

EHRs to assist in providing health care services

DOD Clinician DOD clinicians who access patient EHRs

1.1. Purpose of the Guide

The purpose of the user guide is to familiarize VA users with the important features and
navigational elements of JLV.

The major features of the JLV GUI include:

e Access to patient data (through widgets)

e Patient context management

e User-restricted access (Break the Glass)

e Use of the Report Builder

e Option to use the accessible (Section 508-compliant) interface
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1.1.1. Guide Conventions
This document is designed for both online and hardcopy consumption.

o Cross References are indicated by blue, underlined text and provide a hyperlink to figures,
tables, and other sections within this guide.

e Emphasis is expressed by bold and italicized text.

e The information symbol i calls the reader’s attention to additional information.

1.1.2. Terminology
The following standard terms are used throughout this guide:

e Patient Data and Widgets: The page that displays patient data through widgets.

e Tab: A component of the JLV interface that displays patient data and user-customized views
of widgets.

e Widget: A component of the JLV interface that enables a user to view information or
perform a function.

e Widget Tray: An expandable and collapsible tray on the Patient Data and Widgets page that
provides access to all widgets available for placement on the Patient Data and Widgets page.

1.2. Assumptions
The user guide is written from the perspective of VA users, assuming the following:
e You can open, navigate, and use a web browser.

e You can use web-based applications, their menu options, and navigation tools.

e You have the Uniform Resource Locator (URL) for the JLV Login page, a system username,
and the required Access and Verify codes.

e You are using the functionality of JLV to support VHA and/or VBA workflows.

1.3. System Requirements

JLV is optimized for use with the VA standard browsers, Microsoft Edge, Chrome, Internet
Explorer (IE) version 11 and Safari. Other web browsers may function but are not certified for
support. It is recommended that you view JLV using:

e A monitor set to a minimum screen resolution of 1024 x 768.
e An approved browser, with the browser’s zoom percentage set to 100%.

It is also recommended that Adobe Reader be installed on your system.

1.4. Getting Help

Please see online help for how-to information within JLV. Please visit REDACTED for access to
JLV training videos and additional JLV training materials.

Prior to contacting the Enterprise Service Desk (ESD) for support, please refer to Logging Into
JLV for detailed information about how to access JLV and to Troubleshooting for suggested
resolution steps and troubleshooting information.
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If you are an authorized user having trouble logging into JLV or experiencing other application
issues, please contact the ESD via telephone or by using the YourlT self-service portal for

assistance.
.{ IT Enterprise Service Desk

Phone: REDACTED
YourlT Self-Service Portal: REDACTED

If you are unable to retrieve community partner documents for a patient, please contact your
local Veterans Health Information Exchange (VHIE) Coordinator. If you need assistance
locating your local contact, please e-mail REDACTED.

2. Logging Into JLV

Users who have access to the Computerized Patient Record System (CPRS), CAPRI, and Cerner
PowerChart are automatically authorized to use JLV.

o NOTE: There is no functionality available to change a user identification
(ID) and password in JLV. See Troubleshooting for information about
login errors, Access code errors, or Verify code errors.

2.1. VHA User Login

To log into JLV through SSOi, you must first link your Personal Identity Verification (PIV) card
to your VistA account (see_Link Your PIV Card and VistA Account). If you can log into CPRS
or JLV without entering your Access and Verify code, you are already linked.

1. Enter the JLV URL (REDACTED) into the address bar of your Internet browser, select the
JLV button CPRS if available, or select the JLV button in PowerChart.

a. You are redirected to the VA Single Sign-On Internal (SSOi) page (Figure 1).
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Figure 1: SSOi Page for VA Users

VA Single Sign-On | Contact Us

VA SINGLE SIGN-ON

Sign in to continue
B Sign In

with Vi PV Card

View Other Sign-in Options

WARNING You havwe accessed a United States Govermment computer, Unautherized use of this computer is a viclation of
faderal law and may be subject you 1o crall and criminal penalties. Thes computer and automated systems which
run on i, are monstored. Indniduals are nol guarantesd privacy whils using government computars and should
therafore, not sxpect it Communications made using this system may be disclosed as allowed by federal law

2. Click the Sign in with VA PIV Card button.
3. Select the current authentication certificate Veterans Affairs User CA B1, and click OK.
4. Enter your Personal Identification Number (PIN), and click OK.

a. If the Home VistA Site dialog appears (Figure 2), select your site, and click Save.

Figure 2: Home VistA Site Dialog for VHA Users

JLV requires users to identify a home VistA site for Single Sign On. Please
select a home VistA site and click Save to save the JLV user profile.

S Honolulu, HI ﬂ
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b. If your PIV card is properly linked to the home VistA site you selected, the Government
Information System Acknowledgement displays.

c. If your PIV is not properly linked to the home VistA site you selected, the Link My
Account page displays (Figure 3, Link Your PIV Card and VistA Account).

5. Read the important user consent information regarding access to a Government information
system, and click I Accept.

a. You are redirected to JLV (Figure 9).

2.1.1. Link Your PIV Card and VistA Account

You need your Access and Verify codes for your VistA account and a PIV card PIN to link your
PIV credentials to your VistA account. If you do not remember your PIN or experience any other
issue related to your PIV card, visit your local PIV office.

1) Complete steps 1-4 listed in VHA User Login.
b. Link My Account page displays (Figure 3).

Figure 3: JLV Link My Account Page

Joint
[ongitudinal
Viewer

For JLV to automatically sign you on with your PIV Card (SSOi)
you will need to first link your PIV card to your VistA site.

Clicking "Link My Account” will direct you to the
VA Provisioning webpage to allow
you to link your VistA account.
After linking, relaunch JLV and SSOi should occur.

Clicking "Log in with Access/Verify Codes™
will take you to JLV to sign in
with your access/verify codes manually.

Link My Account

Log in with Access/Verify Codes

Build 2.9.1.0.0.20201123

6. Select the Link My Account button.

a. JLV redirects the user to the Identity Access Management (IAM) Provisioning Services
page (Figure 4).
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Figure 4: IAM Provisioning Services Link VistA User Page

IAM Provisioning Services [VAEC Development] Tuesday May 5th, 2020
@ B Lewor

—VistA instances that are already bound

[Instance [Name [Status |
é:! E“E B NO VISTA STATIONS LINKED TO YOUR ACCOUNT IN PROVISIONING
—My User Account Information

G Network Id Not You?
O User Name

Request for Others
@ VA Email Address @va.gov

Link VistA User

—User Account Request Information

* Link Account Selact a VistA Instance v (O

= Access Code
« Verify Code

Submit || Cancel

o NOTE: Close all other open applications and browser windows. You may
experience a failure to link your account(s) if you are logged into CPRS
and your VistA application. If this occurs, you should log out and not log
back into CPRS until you receive an email stating your account is linked.

7. Click the Link Vista User link (Figure 4)

©® NOTE: Ignore the “No VistA stations linked to your account in
provisioning” message that displays.

8. Select the appropriate instance of VistA from the Link Account dropdown.

0 NOTE: The VistA instance list is sorted by station number. If your station
is a divisional site of the main PARENT VA site, select the parent site
from the list. Example: if your divisional site is Albany, select the parent
site 528 Upstate New York HCS from the list.

9. Enter your Access and Verify codes for the selected VistA instance.
10. Click Submit.

2.2.CAPRI-Claims User Login
The following instructions apply to CAPRI-Claims users accessing JLV.

© NOTE: Users with any CAPRI patient selection restrictions must use the
Joint Longitudinal Viewer tab in CAPRI to access JLV.

1) Enter the URL into the address bar of your Internet browser (REDACTED), or select the
Joint Longitudinal Viewer tab in CAPRI.
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a. You are redirected to the VA SSOi page (Figure 1).
11. Click the Sign in with VA PIV Card button.
12. Select the authentication certificate Veterans Affairs User CA B1, and click OK.
13. Enter your PIN, and click OK.
a. If the Home VistA Site dialog appears (Figure 5), select CAPRI-Claims or All VBA, and

click Save. All VBA will be the first entry in the drop-down list.
Figure 5: Home VistA Site Dialog for CAPRI-Claims

JLV requires users to identify a home VistA site for Single Sign On. Please
select a home VistA site and click Save to save the JLV user profile.

UGl CAPRI-Claims v

ONOTE: When CAPRI/Claims is stored as a user's JLV Login site and the user's PIV
card is linked to the Claims system in 1AM, the user is only prompted for PIV
Cert and PIN to authenticate to JLV.

b. You are redirected to the JLV Login page (Figure 6).
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Figure 6: The JLV Login Page

Joint
[ongitudinal

Viewer

W Accessibility Mode
VistA Access Code:

VistA Verify Code:

Agency: LI CAPRI-Claims v

System Status

® 1LV data sources avaible.

Build 2.9.1.0.0.20201123

14. Read the important user consent information regarding access to a Government information
system, and click I Accept.

15. If desired, check the Accessibility Mode option.

a. If selected, JLV opens and displays the application in the Section 508-compliant
Accessible Ul theme (See Using the Accessible Theme’s Functionality for detailed
information).

16. Enter your login credentials:

a. Enter your CAPRI Access code.

b. Enter your CAPRI Verify code.

c. Select VA from the Agency field.

d. Select CAPRI-Claims or All VBA from the Site dropdown list.
17. Click Login.

a. You are redirected to JLV (Figure 9).
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2.2.1. Editing Your User Profile at Login

One method of setting application configuration options (i.e., customizing) is by using the Edit
Profile link (Figure 6) to access the user profile fields through the JLV Login page (Figure 7).
User profile options can also be set within JLV. See Customizing JLV.

o NOTE: Only CAPRI-Claims users and those who haven’t yet linked their
VistA accounts to their PIV can load the Login page and access the Edit
Profile link.

o NOTE: The selected options are saved to your user profile by clicking
Save and Login and remain set for all subsequent JLV sessions until you
change them.

Figure 7: User Profile Data Source and User Interface Option Fields

B Accessibility Mode
VistA Access Code:

VistA Verify Code:

Agency: LIl (POTESTS v

Data Display Setting(s):

‘ B Display DoD Radiology Images

User Interface Theme:
O Blue (Defaul) @ Green @ DarkGray @ Gray @ Accessible
User Profile:
B Disable audibie alert on timing out

B Restore default user settings

*Restore default user seftings removes all prior themes, tabs, widget customization, enables
audible alert and restores defaulf date fiffers.

so watogn
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2.3.  Logging Out of the Current JLV Session

Click E: (highlighted in Figure 8) at any time to end the current session and exit JLV.

Figure 8: JLV Logout Icon
& G 0 OO

A JLV session ends automatically after 60 minutes of inactivity. Actions in JLV that are
considered activity are changing patients, refreshing widgets, opening, or closing widgets,
adding, or removing widgets from the Patient Data and Widgets page, and adjusting date ranges.
You receive an audible and visual warning that the current session is about to terminate after 55
minutes of inactivity. Automatic termination of a session logs you out of the application, closes
all JLV tabs and windows, and displays the Logout page. Close and reopen the browser and
return to the JLV Login page to initiate a new JLV session. If SSOi is enabled, you are
redirected to the VA Single Single-On Logout page.

0 NOTE: The audible alert can be disabled by selecting Disable audible alert on
time out in the Settings panel.

3. The Elements and Functionality of JLV
3.1. The Patient Data and Widgets Page

After a successful log in, your username displays on the JLV toolbar, and the Patient Data and
Widgets page is displayed.

3.1.1. Default View
Upon log in, you see the Q patient Search dialog box by default.

0 NOTE: CPRS users who select a patient within CPRS, then launch JLV
are taken directly to the Patient Data and Widgets page, where the records
for the patient selected in CPRS are displayed.
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Figure 9: Default View

Clicking a patient name in the Patient Search window displays the selected patient's clinical
records and other patient-centric information.

0 Note: The Patient Flags window opens and displays by default when the Patient
Data and Widgets page opens if there are warnings associated with the selected
patient. For more information, see Patient Flags and Alerts.

New JLV users see a preconfigured, default widget layout on the Patient Data and Widgets page
when a patient is selected. The default layout includes the Allergies, Problem List, Documents
& Images, Medications - Outpatient, and Lab Results widgets, as well as the Patient Flags
widget if applicable.

o NOTE: You can configure the layout of widgets on the Patient Data and
Widgets page and create multiple widget tabs, as described in
Customizing JLV and in Accessing and Opening Widgets. Customizations
are saved to your user profile and remain until manually changed.

3.1.2. System Menu

Each Patient Data and Widgets page has a toolbar (highlighted in Figure 10) that enables quick
access to the following features:

¢ View Context Management status .

e Settings: Click 'ﬂ' to set user preferences, including the Ul theme (Refer to Customizing
JLV).

e Report Builder: Click k2 to create custom reports (Refer to Using Report Builder).
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e Online Help: Click 9 to open online help.

e Logout: Click EI to log out and close the current JLV session (Refer to Logging Out of the
Current JLV Session).

Figure 10: JLV Tools on the Patient Data and Widgets Page

The following functions can be completed from the Patient Data and Widgets pages (highlighted
in Figure 11):
e Perform a Q Patient Search.

e View the system status /*..

e Open the widget tray using the Open Widget Tray ” link on the Patient Data and Widgets
page (as shown in Accessing and Opening Widgets, Figure 47).

Figure 11: More JLV Functionality

3.1.3. Viewing System Status

The system status reports the condition of the JLV application. Hovering over System Status
provides additional information.

©® NOTE: The System Status reports the overall condition of the JLV
application, while the Connection Status reports the condition of the
connection between JLV and its external resources. See Viewing
Connection Status for more information.

JLV displays the system status on the Login page and on the Patient Data and Widgets toolbar.

e When all monitored systems and services are online and connected, < appears with the
status message, “JLV data sources are available .

e When one or more of the monitored systems or services is offline or unavailable, ** appears
with the status message, “Services are not available to JLV .

e When JLV is unavailable, (X appears with the message, “System status is unavailable ”.
e You may not be able to log into JLV or view patient data until the connection is restored.

These warnings may be accompanied by one or more of the notices listed in Table 2, depending
on which services are unavailable. Figure 12 shows a system status message on the Login page,
and Figure 13 shows the System Status hover text on the Patient Data and Widgets toolbar.
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Table 2: System Status Notices by Service

Service

Notice

jMeadows

“The service that gathers patient data and prepares it for display in JLV is
unavailable. JLV is available for login but may not function otherwise.”

Master Person
Index (MPI)

VA Patient Identity Service is unavailable. Patient search may not be
available, and VA and community partner data may not display.”

Patient
Discovery Web
Service (PDWS)

“‘DOD Patient Identity Service is unavailable. Patient search may not be
available and DOD data may not display.”

Relay Service

“All DOD, Federal EHR, and Community Partner data in widgets is currently
unavailable. The source connection is down and DOD, Federal EHR, and
Community Partner data of all types from all sites may not display.”

VistA Data
Service (VDS)

“The connection to VA sites is unavailable. VA patient records of all types from
all sites may not display.”

Data Exchange
Service (DES)

“Some Federal EHR, DOD, and Community Partner data are currently
unavailable. The source connection is down and some DOD and Community
Partner, and some FEHR data of all types from all sites may not display in
widgets.

Electronic Health
Record
Modernization
(EHRM)

“Federal EHR (Cerner) is currently unavailable. The source connection is
down and some Federal EHR data may not display.”
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Figure 12: System Status on the JLV Login Page

Joint Legacy
Viewer

Janus

B Accessibility Mode

VistA Access Code:

VIStA Verify Code:

Login

Announcements

Testing Announcement More

® System status is unavailable.

Technical staff are aware of the problem and working to resolve it
Thank you for your pafience.

Build 3.0.0

Figure 13: System Status on the JLV Toolbar

[oew]o 0 BOO®

A System Status icon appears in the JLV Navigation Bar to indicate the status.

3.1.4. Patient Context Management

Clinical Context Management (CCOW) is a way for applications to synchronize the display of
clinical context, based on the Health Level 7 (HL7) CCOW standard. If CCOW-compliant
applications are sharing context and one of the applications changes the data display to a
different patient, the other applications switch to display that same patient.

JLV is context management enabled. When context is enabled, a patient change made in one
context-enabled application (i.e., CPRS) triggers the same change in JLV. The same effect is
shown vice versa; that is, when a patient is selected in JLV, it triggers a patient change in other
context-enabled applications.
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Context management is enabled by default, and JLV attempts to connect to the context vault
upon a valid login. The context status appears on the Patient Data and Widgets toolbar. When

context is established, is shown. When context is suspended, is shown.

Figure 14 shows the context indicator location on a JLV page. Context is established in this
example.

Figure 14: Context Indicator

3.1.4.1. Suspending Context
Context can be manually suspended.

1. click .

2. The CCOW warning message, “Are you sure you want to break patient link? " appears

(Figure 15).
3. Click Yes to continue.

Once context is suspended, B2 displays on the Patient Data and Widgets page. When context is
suspended, patient changes are not reflected in either JLV or other CCOW-enabled applications.

Figure 15: Suspending Context

CCOW Warning X

9 Are you sure you want to break patient link?
m Cancel

3.1.4.2. Establishing Context
When context is suspended, it can be reestablished manually.
1. click B,

2. The CCOW warning message, “Are you sure you want to rejoin patient link? ” appears

(Figure 16).
3. Click Yes.
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Once context is established, displays on the Patient Data and Widgets page.

Figure 16: CCOW Warning Message

CCOW Warning X

9 Are you sure you want to rejoin patient link?
m Cancel

3.1.4.3. Unable to Communicate with Vault

If JLV is unable to initiate context management upon log in, you see the CCOW Error message
(Figure 17). Click OK to continue. displays on the Patient Data and Widgets page. If the
CCOW error persists, contact your local service desk for assistance.

Figure 17: CCOW Error Message

CCOW Error ¥

JLV was unable to communicate with the CCOW Context Vault.
CCOW patient synchronization will be unavailable.

©® NOTE: Thiserror message automatically displays if you have more than
one active JLV session open.

3.1.4.4. Context Synchronization Failure

A CCOW error message is presented if JLV is unable to reestablish context (Figure 18). This

indicates context is suspended. Click OK to continue. displays on the Patient Data and
Widgets page. CAPRI-Claims users may encounter this error message at each log in, as there are
usually no CCOW system components installed on their computers.
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Figure 18: Context Synchronization Failure

CCOW Error m

JLV failed to synchronize with the CCOW Vault. Patient link will
be broken.

3.2.  Customizing JLV

Configuration options can be set in the JLV Settings dialog (Figure 19). These settings are saved
to your user profile and persist.

1. Click the & link on the Patient Data and Widgets page (Figure 10).
a. The JLV Settings dialog box opens (all selections are optional).

2. Select the data display setting checkbox for DOD Radiology Images to display within the
Radiology Reports Widget.

Select the radio button to change the color theme.

To disable audible alert on timing out, select the check box.

To restore your user profile default settings, click the checkbox.

You can view your JLV Login Site

To export or import custom tabs, click the Export Tabs or Import Tabs buttons.
Click Save to apply the selected data display setting and/or theme OR

Click Cancel to exit the dialog box and restore the previous data display and/or theme
configuration.

Additional information on each of these selections is contained in the following sections.

© © N ks~ W
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Figure 19: JLV Settings Dialog Box

JLV Settings X

Data Display Settings

Display DoD Radiology Images

User Interface Theme:
o Blue (Default) Green Dark Gray Gray Accessible

User Profile:

Disable audible alert on timing out

Restore default user settings

“Restore default user settings removes all prior themes, tabs, widget customization, enables audible alert and resfore defaulf
date filters.

JLV Login Site:
VA: IPOTEST4

Advanced

Export Tabs Import Tabs

Build 3.3.0.0.20230117.267.a

EHRM Service Build: 2.9.6
Browser: Edge 108 OS: Windows 10 m Cancel

i NOTE: Users logging into JLV with a PIV card will have the option of
changing their site location. Users should only select sites linked to their PIV
card. The new selection will not take effect until the next login and will remain
the user’s default site until updated or reset.

You may reset your user profile to JLV defaults by selecting the Restore Default User Settings
checkbox and then the Save button in the JLV Settings dialog. This feature resets the theme and
data display to default; enables the audible alert; removes any custom tabs; and resets all widgets
to their default configurations, which removes any custom sort or filter settings.
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Figure 20: VHA JLV User Management Settings Tab

JLV Settings X
Configuration User Management

Name
Email Address

Last Login Date
2022-10-21 00.00:00.0

JLV Login Site Admin

IPOTEST4 v

JLV users that have privileges to edit login sites for end users will have the additional User
Management tab. Users will be prompted to enter an email address to search for the associated
current entry in the JLV user table. If there is no associated email address, a popup will appear,
“User not found”.

If the search locates a current entry in the JLV user table, the user’s email, username, and last
login date will appear in a read only mode as in Figure 20. A login site will appear prepopulated
with the selected end user’s login site from the user table and allow selection of any site in the
JLV site drop-down list. Clicking the save button will update the login site for the user.

3.2.1. About Data Display Settings

The data display setting is part of your user profile. The data display setting enables you to
specify whether to include DOD radiology images. This option is disabled by default.

JLV displays data source indicators in the Site columns of individual widgets (Figure 21). A blue
circle indicates VA data; an orange square indicates DOD data; a purple hexagon indicates
community partner data (if enabled); and a green triangle indicates Cerner Millennium Federal
Electronic Health Record (FEHR) data (Table 3). Hovering over individual data source
indicators provides more specific information about the data source.
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Table 3: Data Sources

Icon Sources Hover information Data Supplied
XXX CPRS/VistA system data | VA: location Supplies all records from
XXX = the Examples: CPRS/VistA for all sites.
three-letter e VA: Walla Walla, WA The.febrlecords "‘;‘” remain
VistA site VA: Central Texas HCS? avariable even & ter a site
abbreviation transitions to VA EHRM
(Cerner).

DoD CHCS? (CDR3®), AHLTA#*, | DOD source system : Full Supplies all records from all
Essentris, TMDS®, name of DOD Medical sites from all DOD facilities
various clinical Treatment Facility for all legacy applications.
applications Examples: These records will remain

CDR: Fairchild AFB® avallgble even after a site
: AHLTA: JB” San Antonio transitions to MHS GENESIS
(Cerner).
» FEHR DOD MHS GENESIS FEHR: VA or DOD facility Supplies records from VA
(Cerner) and VA EHRM name/location and DOD facilities that have
(Cerner) records stored in | Examples: migrated to the new Federal
Cerner Millennium ¢ FEHR: Spokane, WA E]HDRégagﬁg \'\/A:EI—?REI\I/\IIESB
. H 8
¢ FEHR: Madigan AMC (Cerner) in VA.
® Name All DOD and VA Federal HIE®: Community Supplies continuity of care
Name = Community Partners Partner Organization Name documents, care summaries,
Community (VHIE/VLER?®), Sequoia Examples: and notes when provided by
Partner Project and DOD Health | | Federal HIE: UC San partners. Partner capabilities
name Information Exchange) Diego ' and responses vary.
e Federal HIE: Mayo Clinic

3.2.2.

About Ul Themes

The Ul theme setting is also part of your user profile. Choosing a Ul theme sets the font,
foreground, and background colors of the widgets, toolbars, and dialog boxes. Once selected, the
Ul theme is stored in your user profile and remains set until you change it. The available Ul
themes are Blue (Default), Green, Dark Gray, Gray, and Accessible (Section 508-compliant).

! Health Care System

2 Composite Health Care System

3 Clinical Data Repository

4 Armed Forces Health Longitudinal Technology Application
® Theater Medical Data Store

& Air Force Base

7 Joint Base

8 Army Medical Center

% Virtual Lifetime Electronic Record

10 Health Information Exchange

1 University of California
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Figure 21: Blue (Default) Ul Theme??
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Figure 22: Green Ul Theme

ANNOUNCEMENT,

Dpiayng 1.5 0r28

OFFICIAL USE GNLY (FOUD)

Show Date Toal

§ 10T 0Bom X ||LbRmier S 2-F-Y-1.. 1 i EA4-T-F-1.5%
T Admi ¥ Discher. ¥ Wed ¥ Ste ¥ e s P o i e g e magel ¥ #mg ¥ mgeTWe T She v
D Staging b () Collecti.. w¥ [LobTost ¥ Resuk Y LsbPamol Y Sie T e -
o A BHBIS | g ) » rern
= ISEmmnscann B R
PR T T R —— w
A
! eum o1
‘ v
Dieparing 1108 Expanded View>> 1 um o1
! cum o1
Immunizations (28) \TOBSDx
! cum wor
Vaccine Adm. Vaccine Admi Adverse Vacel Siie
Date *T  Product Type T Reaction T | (Reporting) T — .
e o s [ v .
Diaplaring 1.2 002 Expanded View>> | | Dislajng 1250153 < a::> Expanded View>>
ouer.20m o
5 . = Documents & Imoges (16) 10T B D x || Medestons npatens(0) I TaeS2mx
oue. 20 oo et e s worhied ot A Pitars uve cachan . sedisara vahGAIE may be rEQUTEd.
- = (% Date AT Description T Proder T mag. T |Ste TS odor.. v Dugh. ¥ Sums y S T ose v
[E] h o wor
ouar 2013
wot Noosta
N
= v ot
a2, 2017 a0

12 Primary Care Provider (PCP), Patient-Aligned Care Team (PACT), Social Security Number (SSN), Date of Birth

(DOB)

JLV 3.4.0.0 User Guide

21

May 2023



Figure 23: Dark Gray Ul Theme
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Figure 25: Accessible (Section 508-Compliant) Ul Theme
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3.2.3. Using the Accessible Theme’s Functionality

The Accessible theme includes larger fonts, enhanced tab and keystroke functionality, and screen
reader compatibility in compliance with Federal accessibility requirements and Section 508
standards.

0 NOTE: The Accessible theme is available for users who have adaptive
technologies installed on their computers.
3.2.3.1. Keyboard Focus and Navigation

Keyboard focus is the highlighting of an element, field, or control that enables interaction with,
and navigation of, JLV using the keyboard and keystrokes. When navigating interactable
elements with the Tab key, the item in focus is outlined in gold as a visual indicator.

JLV uses standard accessibility software key commands for navigation and interaction.

Pressing Enter or the Spacebar when an element that provides action is in keyboard focus

performs the associated action; for example, pressing Enter or the Spacebar when the Lo isin
focus opens the JLV Settings dialog box. Using the arrow keys or the Tab key moves between
keyboard focus items to navigate through screen elements.

The following tables provide a complete list of accessible keystrokes.

Table 4: Accessible Theme Keyboard Shortcuts — Patient Data& Widget Navigation

Keystroke Description

ALT +W Press to enter widget body.

ENTER Press to initiate the action associated with the item in focus.
TAB Press to transfer keyboard focus to other user interface items.
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Keystroke

Description

ESC

Press to return keyboard focus to the panel containing the user interface item with
keyboard focus or to exit a window, widget, or tab, and close dropdowns.

SPACEBAR

Press to activate any user interface item (for example, click a button).

Arrow Keys

When focused on a dropdown list, press the down arrow key to view list contents.

Table 5: Accessible Theme Keyboard Shortcuts - Tabs

Keystroke Description

Arrow Keys | Use the left and right arrow keys to change tab panels.

TAB 1) Press Tab until + is in focus
2) Press Enter
3) The new tab dialog box opens and prompts you to enter a name for the new tab
4) Tab to the Add button to confirm the new tab name or tab to the Cancel button to

discard the new tab

ENTER Press to initiate data load of tab.

1 On custom tabs, press 1 to rename the tab.

DELETE On custom tabs, press DELETE to remove the tab.

Table 6: Accessible Theme Keyboard Shortcuts — Windows or Dialog Boxes

Keystroke

Description

TAB

Press to transfer keyboard focus to other user interface items within the window or
dialog box.

Table 7: Accessible Theme Keyboard Shortcuts — Adding Widgets to the Patient Data and Widgets

Page
Keystroke Description
= Press to load a dialogue box with options to place a widget.
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3.2.3.2. Accessible Theme Navigation

An element with keyboard focus is the starting point for navigation. Pressing the ALT+W keys
when a widget is in focus, will take you to the first interactable element in the widget.

Figure 26 depicts the Documents & Images widget with keyboard focus. Focus can be changed
by pressing the Tab key. Pressing the Tab or Shift Tab key, in this example, shifts the keyboard
focus from one interactable element to the next. Press the escape key to return focus to the
widget body.

Figure 26: Navigation Using Elements with Keyboard Focus

Documents & Images (116) om. o
Eiltered Date Range: 12/19/22 - 4/18/23 AoTneems ¢

Opening some FEHR (Cerner documents) may result in an error.
Technical teams are working on this issue.

> |Apr 12, 2023 RADRPT / US Abdomen .
Details Limited

| Apr 12, 2023 RADRPT/US
Details Encephalogram

S [Apr 12, 2023 RADRPT / CT Abdomen and
Details Pelvis w/ Conirast

» | Apr 10, 2023 Unspecified abdominal pain
09:49
Details

» [Apr 05, 2023 Addendum to NUTRITION

HYPERLIPIDEMIA
EDUCATION CONSULT

Displaying 1250t 116 [f 1 EDEDRIES Expanded View

The Document details window has keyboard focus in Figure 27. Move through the toolbar
buttons by using the arrow keys, or by pressing Tab. Move to ¥ and press Enter to close the
details window. After closing the window, keyboard focus returns to the last element that had
keyboard focus prior to opening the window.
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Figure 27: Document Details with Keyboard Focus

EB-"«&_:I::

Note Details ~ p FEHR VA PA LAIA - Text / VA Prior Auth

Long-acting Injectable Antipsychotics ~

Document Reference

Fatient Name:

Document Type: VA PA LAIA - Text
Document Category: Unknown

Document Title: VA Prior Auth Long-acting Injectable
Antipsychotics

Service End Date: Sep 19, 2022 1:32 PM. CDT
Document Status: Final

Verifying Provider:

3.2.3.3. Table Functionality

Table Column Headers (Figure 28) can be sorted by selecting the column header and
pressing the space bar or enter key to sort the column. Upon a sort, (Figure 29) a user will
have to leave the table and reenter for JAWS to receive the updated Table Data.

Figure 28:Table Column Header

Documents & Images (116) om.” x
Filtered Date Range: 12/19/22 - 4/1823 AoYoacms @

Opening some FEHR (Cerner documents) may result in an error.
Technical teams are working on this issue.

[

Addendum to ANESTHESIA
PROGRESS NOTE

Addendum to NUTRITION
1DDM EDUCATION
CONSULT REPORT
Addendum to ANESTHESIA
PROGRESS NOTE

» |Mar 02, 2017 Administrative - Record of
Service
20 KB

n | Mar 02, 2017 Administrative - Privacy
20KB

Displaying 1-25of 115 [k 1 EENERES Expanded View >>
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Figure 29: Widget Column Select Dropdown

Widget Column Select

Please Select A Column From the Dropdown

Select An Option From The Dropdown. v

0 NOTE: Not all table columns are sortable. EZ Select All Column Header

and Report Builder Selected Items Column Header are not sortable.

3.2.3.4. Widget Move

In the widget tools menu, pressing the four-arrow icon or move widget button

(Figure

30) will open a dialogue with options to move the widget on the screen or inside the Patient
Data and Widgets page (Figure 31). This function is available in both the minimized and

expanded view.

Figure 30: Widget Move Icon

Documents & Images (116) A oYL EeZm. x

Filtered Date Range: 12/19/22 - 4/18/23

Opening some FEHR (Cerner documents) may result in an error.
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s |Apr 12, 2023 RADRPT / CT Abdomen and
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Apr 10, 2023 Unspecified abdominal pain
09:49
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HYPERLIPIDEMIA
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Displaying 1-25 of 116 n 1 R Expanded View =
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Figure 31: Widget Move Dropdown

Move Window Selection E]

Select From the drop down below where you would like to move the
dialog

Select An Option From The Dropdown. v

3.2.3.5. Widget Resize

In the widget tools menu, pressing the two-arrow icon or resize widget button E (Figure
32) will open a dialogue with options to resize the widget on the screen or inside the Patient
Data and Widgets page (Figure 33). This function is available in both the minimized and
expanded view.

Figure 32: Widget Resize Icon

Documents & Images (116) AoOToO&om E X

Filtered Date Range: 12/19/22 - 4/18/23

Opening some FEHR (Cerner documents) may result in an error.
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5

y | Apr 12, 2023 RADRPT / US Abdomen
Details Limited

Details Encephalogram
s |Apr 12, 2023 RADRPT / CT Abdomen and
Pelvis w/ Contrast

Details

y | Apr 10, 2023 Unspecified abdominal pain
09:49

Details

s | Apr 05, 2023 Addendum to NUTRITION @ IPO1
HYPERLIPIDEMIA
EDUCATION CONSULT

Displaying 1-25 of 116 n 1 AR AR gpanded View =:

JLV 3.4.0.0 User Guide 28 May 2023



Figure 33: Widget Resize Dropdown

Resize Window Selection

Select From the drop down below the size of your dialog

Select An Option From The Dropdown. v

3.3. User-Restricted Access to Patient Data

3.3.1. VHA Users Viewing DOD-only Patient Data

VHA users can view the records of DOD-only patients, meaning they are not registered in MPI,
but VA requires that these actions be audited. If an attempt is made to access DOD-only patient
records, the VHA user is asked to specify the purpose for access. The purpose options presented
to the user are: Emergent Care, Clinical Care, or Authorized Administrative Use (Figure 34).

Once the purpose for access is selected, clicking Agree to be Audited & Access this Patient
Record (Figure 34), displays the requested data, and audits the action. The access purpose,
organization of the VA provider, date, username, IP address, user’s Internal Entry Number
(IEN), host system’s ID, and patient’s Electronic Data Interchange Personal Identifier (EDIPI)
are captured in the audit record.

Figure 34: VA User Restricted Access Dialog

WA User Restricted Access -

This patient is NOT a registered VA Patient.
Select an authorized purpose for accessing this DoD record.

®) Emergent Care

O Clinical Care

O Authorized Administrative Use
i.e. claim processing

Your access to this DoD patient record will be recorded and audited by the Department of
Defense. Unauthorized access may result in disciplinary actions to include termination of
employment.

Organization: VHA

Username:

Date/Time:  2019-07-15 14:11:05
IP Address:

Agree 1o be Audited & Access this Patient Record
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3.3.2.

CAPRI-Claims Users Viewing Patients with DOD Data

CAPRI-Claims users may see one of two different dialog boxes, depending on whether the
patient is registered for care in the VA. If the patient is registered for care in the VA, they are in

MPI.

3.3.2.1. Patient Registered in MPI

CAPRI-Claims users are permitted to view the records of a patient who is registered in MPI, but
the VA requires that these actions be audited. After performing a patient search and selecting a
patient from the search results, a CAPRI-Claims user sees the audit notification (Figure 35) if the
patient they selected is registered in MPI. After agreeing to the audit, the CAPRI-Claims user
can access the patient’s record.

Figure 35: CAPRI-Claims User Audit Notification

VA User Restricted Access

Use of this product is dependent on agreement with the following statements:

» | am a VA Special User (CAPRI-Claims User)

« | require the DoD information from the STR or other record of health care
provided prior to the individual's separation from the armed forces for the
purpose of adjudicating a claim for VA benefits from the individual OR | am
an authorized VA Special User and require the DoD information for clinical,
clinical support, treatment, payment or healthcare operations purposes

= | understand that my User Name and IP Address will be recorded, that the
specific information | access will be recorded, that my access to information
is subject to audit, and that disciplinary action may be taken for improper
access to DoD information

Organization: VA Special User
Username

Date/Time:  2019-03-26 09:54:21
IP Address:

Agree to be Audited & Access this Patient Record | ([{EaLcall)

3.3.2.2. Patient Not Registered in MPI

CAPRI-Claims users are not permitted to access the records of a patient who is not registered in
MPI. After performing a patient search and selecting a patient from the search results, a CAPRI-
Claims user sees the restricted access notification (Figure 36) if the selected patient is not

registered in MPI. Clicking Cancel returns the user to the previous screen.
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Figure 36: Restricted Access Notification

VA User Restricted Access

« This individual is not listed on the MPI and your access to this record is not
supported by the Joint Longitudinal Viewer.

If this applicant for benefits is a separating or separated Service member for
whom access is authorized under terms of the governing DoD-VA data

sharing agreement, please follow VBA approved procedures to add this
individual to the Master Person Index before attempting to access the
record.

3.3.3. Access to DOD Sensitive Records

All JLV users are audited each time a sensitive DOD record is accessed. Auditing applies to
sensitive documents, lab results, outpatient encounters, or progress notes records. JLV records
the user’s name, organization, SSN/EDIPI (for DOD users), PIV (for VA users), location, patient
identifiers (patient last name, first name, middle initial [MI], SSN/EDIPI [DOD only], MPI [VA
only], and date of birth [DOB]), data accessed, date and time, and reason for access for each
attempt to access sensitive data.

JLV notifies you before you are audited. The message is triggered the first time you click a
masked record that is marked ** Sensitive**. Your acknowledgement of the audit notification
covers all subsequent DOD sensitive records in any widget during the remainder of the session,
and it only expires when you switch patients or log off. An example of a masked record audit
notification is depicted in Figure 37.

After you select the purpose for viewing the record and agree to be audited, the sensitive data
displays in the Details view of the widget.
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Figure 37: DOD Sensitive Record and Audit Dialog Box

VA Lser Restricted Access

This record 5 marked sensithee and should only be viewed if necessany, as per the HIFAA principie of
MINIMUm use

Sefect an authorized purpose for Coessing his recond

% Emengent Care

Clinical Care

Authorized Administrative Lise

2. Claim processing

You have requested to view sensitive data. This usage is subject to audit and will apply 1o all other
sensitive data viewed for this patient. Do wou wish 10 proceed?
Crganization
Usemame

DatedTime:  2021-07-27 1004243

Agree to be Audited & Access this Sensitive Record Cancel

IP Acdress

3.4. Patient Searches

The core function of JLV is to display patient information on the Patient Data and Widgets page.
Use the Q Patient Search feature to perform a patient search, perform a family search, or use
the advanced search options.

JLV determines which enterprise service to use for a patient search, based upon the search
criteria:

e If the EDIPI or Sponsor SSN is entered, JLV utilizes PDWS for the search (See PDWS
Search Rules and Supported Searches for details).

e |f the EDIPI or Sponsor SSN fields are empty, JLV utilizes MPI for the search (See MPI
Search Guidelines for details).

3.4.1. PDWS Search Rules and Supported Searches

When JLV utilizes PDWS for patient search, the applicable rules and rule sets required for the
PDWS interface must be used:

e Rule Set 1: When searching by SSN, the full nine-digit SSN must be entered, and the Last
Name or DOB must also be supplied.
e This is true for search by patient SSN as well as Sponsor SSN.

e Rule Set 2: If you do not have the patient’s SSN, you must supply ALL the following
identifiers: Last Name, First Name, DOB, and Birth Sex.

e Blanks in any of these four required fields generates an error
e A 10-digit string is required for telephone number.

The following search combinations are supported when PDWS s utilized:
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e DOD ID, also referred to as the EDIPI

e Patient SSN and Last Name

e Patient SSN and DOB

e Sponsor SSN and Last Name

e Sponsor SSN and DOB

e Last Name, First Name, DOB, and Birth Sex (ALL identifiers must be entered)

3.4.2. MPI Search Guidelines

JLV utilizes MPI for a patient search when the search parameters include the patient’s name and
SSN. MPI requires the full last name is entered when the patient’s SSN is entered. MPI may also
require entering the patient’s first name and DOB to increase the efficiency of the search, and the
likelihood of locating the patient. An example would be searching for a patient with a common
last name, such as Smith or Jones.

3.4.3. Patient Search Using DOD ID
1. Click Q patient Search.
a. The Patient Search dialog opens.
2. Enter the 10-digit patient DOD ID (EDIPI) in the DOD ID field (Figure 38).
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Figure 38: DOD ID (EDIPI) Search®3

Patient Search X
DoD ID

OR
SSN: Please Enter Patient SSN OR Sponsor SSN: | Please Enter Sponsor SSN

* Last Name First Name:

=< Show Advanced Search Options

Recently Viewed Patients Search Results

Name DoD ID SSN Date of Birth  Birth Sex SIGI

M M

3. Click Search.
a. The search results display on the Search Results tab.
4. Click a patient’s name in the search results list to open the associated record.

a. The Name, SSN, DOB, Birth Sex, and SIGI columns in the results list provide
information to assist with patient identification.

5. After selecting a patient, the Patient Data and Widgets page opens and displays the selected
patient’s data.

3.4.3.1. Invalid and Maximum Characters

Text Fields on Patient Search will alert the user if an invalid key is entered into the text box
(Figure 39).Text fields will inform the user when they have reached the maximum character

length for entry (Figure 40).

13 Self-1dentified Gender Identity (SIGI)
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Figure 39: Invalid Character Entry
Patient Search

DoD ID: Please Enter Patient DoD 1D Invalid Character Entered

_——————————OR

SSN: Please Enter Patient SSN (0] 28TeToy o S 151\l Please Enter Sponsor SSN

<< Show Advanced Search Options

* When searching by SSN, Last Name or DOB is required. Search

Recently Viewed Patients Search Results

DoD ID Date of Birth | Birth Sex

No Results
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Figure 40: Maximum Characters Reached

Patient Search

DoD ID: 1233454565 Could Not Add Character Max Length Has Been Reached

SSN: Please Enter Patient SSN (03Tl LGS Il Please Enter Sponsor SSN

<< Show Advanced Search Options

* When searching by SSN, Last Name or DOB is required.

Recently Viewed Patients Search Results

DoD ID Date of Birth | Birth Sex | SIGI

No Results

3.4.4. Patient Search Using SSN
1) Click & Patient Search.
a. The Patient Search dialog box opens.
6. Enter the patient’s full, nine-digit SSN in the SSN field (Figure 41).

a. When searching by SSN, either the last name or the DOB must be entered to perform the
search.
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Figure 41: SSN Search

Patient Search x
DoD 1D: Please Enter Patient DoD ID
OR
S5N: OR Sponsor SSN: Please Enter Sponsor SSN
* Last Name: First Name:

<< Show Advanced Search Options

* When searching by SSN, Last Name or DOB is required.

Recently Viewed Patients Search Results

Name DoD ID SSN Date of Birth  Birth Sex SIGI

M M

7. Click Search
a. If the required patient identifiers are not provided, hover text appears, indicating the
information necessary to complete the patient search.
b. If a match of patient names cannot be made, enter additional identifiers (first name,
DOB) to refine the search (Figure 42).

Figure 42: Additional Identifiers Needed

APatient Search Error

X

Patient not found with search elements entered, please provide
additional patient identifying information and search again

8. The search results display on the Search Results tab.
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9. Click a patient’s name in the search results list to open the associated record.

a. The Name, SSN, DOB, Birth Sex, and SIGI columns in the results list provide
information to assist with patient identification.

10. After selecting a patient, the Patient Data and Widgets page opens and displays the selected
patient’s data.

3.4.5. Advanced Patient Search Options

Advanced patient search options in the Patient Search dialog box allow for the use of additional
patient identifiers when performing a patient search.
1. Click Q Patient Search.
a. The Patient Search dialog box opens.
2. Click the <<Show Advanced Search Options link under the *Last Name field (seen in
Figure 41).
3. Enter the patient identifiers in the appropriate search fields, as desired.

a. Advanced search option fields include *DOB, M, Birth Sex, Address, State, City, Zip,
and Telephone (seen in Figure 43).

Figure 43: Advanced Search Options

Patient Search

DoD ID: Please Enter Patient DoD ID
————————“—————OR

SSN: OR S{elel e S M Please Enter Sponsor SSN

>> Hide Advanced Search